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Quantum Key Distribution (QKD) systems represent a cornerstone of secure
quantum communication, relying on post-processing procedures to generate shared
keys. Among these, error correction (EC) is a critical and computationally
demanding step, where the estimation of the Quantum Bit Error Rate (QBER) plays
a pivotal role in optimizing code rates for LDPC-based protocols. Traditional QBER
estimation methods, grounded in physical models and statistics, often struggle with
real-world variability and outliers, leading to suboptimal performance.

In this study, we propose a novel machine learning framework for QBER
forecasting, reframing the problem as a time-series prediction task. Leveraging
real-world data from quantum transmitters, we evaluated a suite of models, including
gradient boosting with autoregressive components, exponential smoothing hybrids,
and deep neural networks, to predict QBER with greater precision. Through
extensive experiments, our approach demonstrates significant improvements in error
correction efficiency compared to traditional methods, particularly under challenging
conditions like system calibration drifts and non-stationary signal behavior.

The results highlight the potential of lightweight and interpretable machine
learning models, such as gradient-boosted exponential smoothing, to outperform
complex neural architectures in real-world scenarios. This research contributes to
the advancement of quantum cryptography by enabling faster and more robust key
generation, with reduced information disclosure during reconciliation. Our findings
open new avenues for integrating machine learning into QKD systems for adaptive
and scalable quantum communication.

CucTeMBl KBaHTOBOTrO pacnpenesenus Kioueil (QKD) npencrasasior co6oil Kpae-
YrOJIbHBIE KaMeHb 0e30MacHoi KBaHTOBOH KOMMYHHKALWH, OHH BO MHOT'OM IOJIaraoT-
csl Ha NpOLeAyphl NOCTOOPAOOTKU HJIsl TeHepauuu Kawoded. B aTux mpouenypax uc-
npasseHue omn6oK (EC) siBasieTcsi KpUTHUHO Ba’KHBIM M BBIYHCJUTEJBHO 3aTPATHBIM
3TaNoM, TIe OLEeHKa KBaHToBoro ypoBHsl ownOKH (QBER) urpaer xirwodeByo poJb
B ONTHMH3aLHKN CKOPOCTH Mepenaud Koma AJsi npotokosoB Ha 6aze LDPC. Tpannuu-
oHHble MeTonb! oueHkH QBER, ocHoBaHHble Ha (M3HUECKHX MOJEJSX M CTATHCTHKE,
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4acTo CTAJKHMBAIOTCS C M3MEHUYMBOCTBIO KCHEPHUMEeHTaJbHBIX YCJIOBHH H BBIOPOCAMH
B JaHHBIX, UTO MPUBOJUT K HEONTHUMAaJbHOH NPOU3BOAUTENBHOCTH.

B stom uccrenoBaHMM mpensaraeTcs HOBBIE MeTOJ Ha OCHOBE MALIMHHOIO 00Y-
yeHus Aas nporHosupoBanus QBER u nepedopmynupyercs npobiema kak 3amaua
NPOTHO3UPOBAHHUS BpeMeHHBIX psnoB. C HCNONb30BAHMEM PeasbHbIX AAHHBIX OT KBaH-
TOBBIX I€pefaTYMKOB PacCMOTPeHbl M OLEeHeHbl KayecTBO MHOXKeCTBa a/JTOPHUTMOB,
BKJIIOYasl TPafMeHTHBIH OYCTHHI C aBTOpPErpecCHOHHBIMM KOMIIOHEHTaMHM, 3KCIOHEeH-
LMajbHOe CrVIaXKMBaHHWe W INyOOKHe HelpoHHble ceTH, AJs nporHosupoanus QBER
¢ Gosiplield TOYHOCTbIO. DBiaromapst oOIIMPHBIM 3KCMEPUMEHTaM aBTOPCKHH IOAXOL
JeMOHCTPHpPYyeT 3Ha4yMTe/bHOE TMOBbILIEHHe 3(P(PEeKTHBHOCTH KOPPEKLHH OLIMOOK I10
CPaBHEHHIO C TPAAHLHOHHBIMH MeTOJaMH, 0COOEHHO B CJIOXKHBIX YCJIOBHUSX, TAKHX KaK
packasuMOpoBKa CHCTEMBl M HeCTallMOHAPHBIH XapaKTep YpPOBHS OLIMOKH.

[Tony4yeHHble pe3ysnbTaTbl MOAYEPKHBAIOT IIOTEHLHAJ BBIYUCAUTEBHO JETKHX
KJIaCCHUeCKHX aJrOPUTMOB MAaIIMHHOTO OOyueHHsl, TaKUX KaK 3KCIOHEHLHaJbHOe
CTJIa’KMBaHHe C TpajJUeHTHbIM OYCTHHIOM, KOTOpble NPeBOCXOIST CJOXKHble HeHpo-
CeTH B peajbHBIX 3KCIEPUMEHTax. JTO HCC/eJOBaHHE IOCNOCOOCTBYET Da3BUTHIO
KBaHTOBOH Kpumnrorpaduu, obecrneynBas 6ojee ObICTPYI0 M HaleKHYI TeHepalHuio
KJIOUel IpY MeHblIeM DPACKPhITHH HH(pOpMalud BO BpeMsl cBepkH. OTKpBIBAIOTCA
HOBBle BO3MOXKHOCTH [/l MHTerpalyy MallMHHOro obydeHus: B cucteMbl QKD nms
aflanTHBHOH M MacliTabHpyeMOH KBaHTOBOH KOMMYHHKALHHU.
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