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We introduce a data and communication security approach in decentralized,
cloud-based, self-organizing unmanned aerial vehicles (UAV) swarms. UAV swarms
exhibit emergent behavior, where local interactions lead to globally coordinated
actions. Peers within the swarm autonomously establish communication links, adapt
to changes in hazardous and hostile environments, and collaboratively perform
distributed tasks without relying on a fixed infrastructure or external control.
Each UAV in the swarm is governed by aerodynamics and physical constraints
like lift, drag, and weight which together determine their maneuverability and
real-time stability. In our construction, the underlying logical and technological
framework consists of three main models, each developed by the authors: the
information full exchange during the swarm’s quasi-random walk, the rotor-router
model interpreting the peers’ discrete-time walk, and fault-tolerant gossip/broadcast
schemes supporting the swarm'’s resilience to internal failures and external cyber
attacks. The proposed cloud network topology encompasses connectivity options and
ensures the swarm’s expected behavior. To ensure the swarm’s security, we suggest
embedding a blockchain-equipped robust identity verification scheme to achieve the
peers’ tamper-proof, transparent, and decentralized authentication, while accounting
for the inherent limitations posed by their resource-constrained nature.

[IpencraBieH Moaxox K 06GecledyeHHI0 Ge30MacHOCTH JAHHBIX M KOMMYHHKALHH
B IEeLeHTPaJU30BAHHBIX 0OG/IAYHBIX, CAMOOPraHU3YIOLWINXCs POsiX GECHUIOTHHIX JeTa-
tenpHbix anmnapatoB (BITJIA). Pou BITJIA neMOHCTPHPYIOT 3MepIKeHTHOE MoBeje-
HHe, KOTJA JIOKA/bHbIEe B3aUMONEHCTBHUSI IIPUBOAST K [VI06aJbHO CKOOPAHHHPOBAHHBIM
HeHCTBUSIM. YUaCTHHKH B PO€ aBTOHOMHO YCTAHABJMBAIOT KOMMYHHKALMOHHbBIE KaHa-
JIbl, afANTHPYIOTCS K M3MEHEHHsIM B ONACHBIX W BPaxKIEOHBIX Cpelax M COBMECTHO
BHIIIOJIHSIIOT PaCIIpe/ie/leHHble 3a1aul, He [0Jarasch Ha (MKCHPOBAHHYI0 HH(PPACTPYK-
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TYpy HAM BHewIHHiE KoHTposb. Kaxnwii BIIJIA B poe perynupyercs aspoanHaMu-
KOH ¥ (PU3MYECKUMH OrPaHHYEHUSMH, TAKHUMH Kak TOLBEMHAs CHJa, CONPOTHBJIEHHE
M Bec, KOTOpble BMeCTe ONpeNessioT X MaHEBPEHHOCTb M YCTOHYHMBOCTb B peaslb-
HOM BpeMeHH. B mpenso:keHHOH KOHCTPYKLHHM OCHOBHAs JIOTMYeCKas W TEXHOJOIH-
yecKasl CTPYKTypa BKJIO4aeT B ce0s TPU KJ/OueBble MOIENH, Kaxaas H3 KOTOPbIX
paspaboTaHa aBTOpaMHU: MOJHBIE 00MeH HH(popMalued BO BpeMs KBa3UCJIy4yaWHOro
OJyKaHHUS POS; MOJe/Ib POTOpPA-MapLIPyTH3aTOpa, HHTEPIPeTHPYIOILas AHCKPETHOe
BpeMeHHOe OJyKAaHHe yYaCTHHKOB; OTKA30YCTOHYHBbIE CXeMbl CJYXOB/TPaHCAALUH,
MO/ IepPKMBAIOIIME YCTOHYUBOCTb POSI K BHYTPEHHUM COOSIM M BHEIIHMM KHOepara-
kaMm. [lpensaraemast TomoJsiorusi 06/Ia4HOH CETH OXBaTblBaeT BO3MOXKHBIE IMOJKJIIOYE-
HUA U obecreunBaer TpefyeMoe noseneHre pos. UToObl co3naTh 6€30MacHOCTb pos,
npensiaraeTcs BHeADEHHe HAMEXKHOH CXeMbl MIEHTH(HUKALUUHM Ha OCHOBe OJoKueliHa
C LIeJIbI0 JOCTHXKEHHUS 3allHIIEHHOH OT HEeCaHKLMOHHPOBAHHOTO NOCTYIA MPO3pPayHOH
U JleLeHTPa/M30BaHHOH ayTeHTH(HUKALHWK YYaCTHHKOB C Y4YeTOM HX HEOTbeMJeMOH
pecypcoorpaHHyeHHOH MPUPOLbI.
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