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MODERN BM@N SOFTWARE INFRASTRUCTURE:
SECURITY, STANDARDIZATION AND AUTOMATION
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Modern experiments in high-energy physics require complex software infrastructure for efficient
processing and analysis of experiment data. The paper presents the results of the software infra-
structure modernization in the BM@N experiment within the NICA project, where the improve-
ments are aimed at unification, standardization, and enhancement of security of information
systems and services. The paper describes the transition to a unified JINR SSO authentication
system integrated with the BM@N Keycloak solution for managing user groups and access rights,
standardization of the technology stack with implementation of approaches based on the BFF
(Backend-for-Frontend) pattern. Special attention is given to the BM@N Meet web application for
managing videoconferencing resources by collaboration members. The implemented containerized
architecture with automated recovery mechanisms ensures service scalability and high availability,
significantly reducing system downtime during component failures.

B skcnepumente BM@N, kak uactu kommsekca NICA, mpousBOOMTCS 3HAYMTENBHOE KOJMUE-
CTBO (PM3MYECKHX NAHHBIX, YTO TpefyeT pea/H3alMH CJI0KHOH MHPACTPYKTYpPbl AJS NPOTrPaMMHBIX
crcTeM, obecredrBaolInX 3QPeKTHBHOe XpaHeHHe, 06paboTKy U yIpaB/eHHe NaHHbIMU. s perlie-
HMS 9TUX 3a7a4 Obls pa3paboTaH KOMIIIEKCHBIH Habop HH(DOPMALMOHHBIX CHCTeM. JlaHHBIH KOMIIEKC
BKJII0UaeT HH(OPMALIMOHHYIO CHCTeMY, IOCTPOEHHYI0 Ha yHH(HLUHUPOBAHHOH 6a3e JaHHBIX COCTOSHUH
u ycaosuit pa6otsl (UniConDa), KoTopast XpaHHUT U NPeJOCTaBJIsieT HeOOXONUMbIE TapaMeTPhl CHCTEM
9KCIIepPUMeHTa; reOMeTpHuecKyto 6asy AaHHBIX [/ paboTbl ¢ HH(pOPMAaLHel 0 reoMeTPUYECKUX MO-
IeNsiX 1eTeKTOpOB; KOH(PUrypaLHoHHYy0 oHJalH-m1aThopmy (COOP) nns ynpasiennst HacTpoiKaMu
060pyI0BaHUA M I0C/EN0BATeJbHOCTbIO MPOrPAMMHEIX 3a1a4, KOTOpble NOJIKHBI BBINOJHATLCH OH-
JaiiH; cUcTeMy MeTalaHHbIX coObiTil (EMS) nsis MHAeKcauMu M MOMCKa (pU3HUYECKHX COOBITHH AJs
KOHKDETHOTO aHa/lh3a IaHHBIX M 3JIEKTPOHHBIH xKypHaus (mnardopma e-Log) ass samucu u o6MeHa
MHpOpPMaLKeld 0 3amyckax KCIepPHMeHTa BO BpeMs ceaHcoB. Kpome Toro, BM@N wucrnombayer pas-
JIMYHBlE KOJIJ1a00palOHHbIE CEPBHCH, KOTOpble YKe OblIM pPa3BepHYTH, TakHe KakK O(hHLHaNbHBIN
Beb-caliT, KoJabopalMoHHbIH Gopym, cepep mokymentauuu (Wiki). [Tosutrka 6e3onacHocTu o6ec-
neuuBaercsi ¢ nomollbio pertenuss Keycloak, cucreMbl ayTeHTH(MKaUMU M aBTOPU3aLHUM, KOTOpasi
06€CIIeUnBAET LEHTPAIU30BAHHBIH KOHTPOJIb MOCTYNA K MpOrpaMMHbIM cuctemam BM@N. B cra-
Tbe NPHUBOJHMTCA OMNHCAHHe pPa3BepHyTOH WH(PACTPYyKTYpHl Ha KJ/acTepHOH muiaTdopme, ynpasJse-
MOH cucTeMoit Proxmox, ocylecTBsOIeH BUPTYyaIH3alHI0 U KOHTeHHepHU3alo KoMIoHeHT. MHTe-
IPUPOBAHHBIN LIEHTPaJbHBIE NPOKCH-cepBep oOecreunBaeT LEeHTPAIH30BaHHBIN Oe30MacHbId AOCTYN
KO BCeM INPOrpaMMHBIM CHCTeMaM 3KclepHMeHTa. B pesysbTate paspaboTaHHas HH(pacTpyKTypa
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C UH(OPMAILHOHHBIMU CHCTEMaMM M MPOTPAMMHEIMU CePBUCAMH 00eCreurBaeT yrpaBJeHue HH(Op-
Maiuei, HeOGXONUMON I/ (PU3HYECKOTO aHAJIM3a NAaHHBIX 3KCIEPUMEHTAa B PaMKaX 3IKCIepPUMEH-
ta BM@N.
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